Initial Report Last Modified: 04/19/2017

1. Is there a person in your agency who is responsible for coordinating and overseeing the implementation of the records
management program? (36 CFR 1220.34(a))

1  Yes | 1 100%
X No 0 0%
X Dono know 0 0%

Toal 1 J

2. Please provide the person’s name, position title, and office.

Text Response
(b) (6) Agency Records Of icer Records Managemen S aff

3. How long has this person been responsible for coordinating and overseeing the implementation of the records
management program?

1 X 5 or more years 0 0%

2 X 3 o4years 0 0%

3 X 1 02years | 1 100%

4 X Less han ayear 0 0%
Toal 1

1  Yes _— 1 100%

2 + No pending inal approval 0 0%

3 +/ No under developmen 0 0%

4 X No 0 0%

5 X Dono know 0 0%
Toal 1

5. When was your agency's directive(s) last reviewed and/or revised to ensure it includes all new records management

policy issuances and guidance?

+/ FY 2016 - presen - 1 100%
+/ FY2014-2015 0 0%
« FY2012-2013 0 0%
X FY 2011 or earlier 0 0%
> Dono know 0 0%
X No applicable agency doesno have a records managemen direc ive 0 0%
Toal 1
)




6. Does your agency have a network of designated employees within each program and administrative area who are
assigned records management responsibilities? These individuals are often called Records Liaison Officers (RLOs) though

their titles may vary. (36 CFR 1220.34(d))

1 Yes I —— 1 100%

2 X No 0 0%

3 X Dono know 0 0%

4 J No applicable agency has less han 100 employees 0 0%

5 / No applicable Depar men al Records Officer - his is donea he componen level 0 0%
Toal 1

7. Does your agency have internal records management training*, based on agency policies and directives, for employees
assigned records management responsibilities? (36 CFR 1220.34(f)) *Includes NARA'’s records management training
workshops that were customized specifically for your agency or use of an agency customized version of the Federal Records
Officer Network (FRON) RM 101 course.

1  Yes - 1 100%

2 X No 0 0%

3 + No pending inal approval 0 0%

4 +/ No under developmen 0 0%

5 X Dono know 0 0%

6 + No applicable please explain 0 0%
Toal 1

Not applicable, please explain

8. Has your agency developed mandatory internal, staff-wide, formal training*, based on agency policy and directives, which
helps agency employees and contractors fulfill their recordkeeping responsibilities and covers records in all formats,
including email, text messages, chat, or other electronic communication messaging applications or platforms such as social
media or mobile device applications?** (36 CFR 1220.34(f)) *Includes NARA'’s records management training workshops that
were customized specifically for your agency or use of an agency customized version of the Federal Records Officer Network
(FRON) RM 101 course. **Components of departmental agencies may answer “Yes” if this is handled by the department.

Department Records Officers may answer “Yes” if this is handled at the component level.

1  Yes -— 1 100%

2 X No 0 0%

3 + No pending inal approval 0 0%

4 +/ No under developmen 0 0%

5 X Dono know 0 0%
Toal 1

9. Does your agency require that all senior and appointed officials, including those incoming and newly promoted, receive

training on the importance of appropriately managing records under their immediate control? (36 CFR 1220.34(f))

Answer
1  Yes | 1 100%
2 X No 0 0%
3 X Dono know 0 0%

Toal 1




10. Is records management training included in the new hire in-processing for new employees in your agency?

1 X Yes _— 1 100%

2 X No 0 0%

3 X No pending inal approval 0 0%

4 X No under developmen 0 0%

5 X Dono know 0 0%
Toal 1

11. Please add any additional comments about your agency for Section I: Activities. (Optional)

Text Response

12. In addition to your agency’s established records management policies and records schedules, has your agency’s
records management program developed and implemented internal controls to ensure that all eligible, permanent agency
records in all media are transferred to NARA according to approved records schedules? (36 CFR 1222.26(e)) ** These
controls must be internal to your agency. Reliance on information from external agencies (e.g., NARA’s Federal Records
Centers) or other organizations should not be considered when responding to this question. * Examples of records
management internal controls include but are not limited to: e  Regular briefings and other meetings with records creators
e Approval process for handling transfer notices from Federal Records Centers ¢  Monitoring and testing of file plans
e Regular review of records inventories ¢ Internal tracking database of permanent record authorities and dates

Answer
1  Yes _ 1 100%
2 X No 0 0%
3 / No pending inal approval 0 0%
4 ' No under developmen 0 0%
5 X Dono know 0 0%
Toal 1

13. In addition to your agency’s established policies and records schedules, has your agency developed and implemented
internal controls to ensure that Federal records are not destroyed before the end of their retention period? (36 CFR 1222.26(e))
** These controls must be internal to your agency. Reliance on information from external agencies (e.g., NARA’s Federal
Records Centers) or other organizations should not be considered when responding to this question. * Examples of records
management internal controls include but are not limited to: e Regular review of records inventories ¢  Approval

process for disposal notices from off-site storage ¢  Require certificates of destruction ¢  Monitoring shredding services
e Performance testing for email ¢  Monitoring and testing of file plans ¢  Pre-authorization from records management
program before records are destroyed ¢ Ad hoc monitoring of trash and recycle bins ¢  Notification from facilities staff
when large trash bins or removal of boxes are requested ¢  Annual records clean out activities sponsored and monitored by
records management staff

1 W Yes - 1 100%

2 X No 0 0%

3 ' No pending inal approval 0 0%

4 /' No under developmen 0 0%

5 X Do no know 0 0%
Toal 1




14. Does your agency evaluate, by conducting inspections/audits/reviews, its records management program to ensure that
it is efficient, effective, and compliant with all applicable records management laws and regulations? ** For this question,
your agency’s records management program, or a major component of the program (e.g., vital records identification and
management, the records disposition process, records management training, or the management of your agency’s electronic
records), must be the primary focus of the inspection/audit/review.

Response
 Yes
X No please explain
> Dono know

Toal

No, please explain

15. How often is your records management program, or a major component of your program, evaluated for compliance with
agency records management policies and procedures?

1/ Every1-2years _— 1 100%

2 o/ Every3-4years 0 0%

3/ Every5years 0 0%

4 ) More han every 5 years 0 0%

5 » Dono know 0 0%

7 X No applicable agency does no evalua e i s records managemen program 0 0%
Toal 1

1 XYes | 1 100%
2 XNo 0 0%
3 X Dono know 0 0%
5 X No applicable agency does no evalua e i s records managemen program 0 0%

Toal 1

17. Do your agency’s evaluation procedures include creating plans of corrective action that are monitored for

implementation?

1 X Yes I EELL=SSEb 1 100%
2 ¥ No 0 0%
3 X Dono know 0 0%
4 ¥ No applicable agency does no evalua e i s records managemen program 0 0%
Toal 1
)




18. Has your agency established performance goals for its records management program? *Examples of performance
goals include but are not limited to: e Identifying and scheduling all paper and non-electronic records by the end of FY
2017 ¢  Developing computer-based records management training modules by the end of FY 2017 ¢  Planning and piloting
an electronic records management solution for email by the end of FY 2017 ¢  Updating records management policies by the

end of the year ¢  Conducting records management evaluations of at least one program area each quarter

Answer Response
1  Yes | 1 100%
2 X No 0 0%
3 /' Curren ly under developmen 0 0%
4 X Dono know 0 0%
Toal 1

19. Has your agency’s records management program identified performance measures for records management activities
such as training, records scheduling, permanent records transfers, etc.? *Examples of performance measures include but
are not limited to: e  Percentage of agency employees that receive records management training in a year ¢ A reduction
in the volume of inactive records stored in office space ¢ Percentage of eligible permanent records transferred to NARA in
ayear ¢ Percentage of records scheduled ¢ Percentage of offices evaluated/inspected for records management
compliance e Percentage of email management auto-classification rates e Development of new records management
training modules ¢  Audits of internal systems ¢  Annual updates of file plans ¢ Performance testing for email
applications to ensure records are captured

1  Yes _ 1 100%

2 XNo 0 0%

3 /' Curren ly under developmen 0 0%

4 X Dono know 0 0%
Toal 1

20. Does your agency’s records management program have documented and approved policies and procedures that
instruct staff on how your agency’s permanent records in all formats must be managed and stored? (36 CFR 1222.34(e))

Answer
1  Yes - 1 100%
2 X No 0 0%
3 + No pending inal approval 0 0%
4 +/ No under developmen 0 0%
5 > Do no know 0 0%
Toal 1

21. Has your agency identified the vital records of all its program and administrative areas? (36 CFR 1223.16)
*Departmental agency components may answer “Yes” if this is handled at the department level.

 Yes
2 X No 0 0%
3 X Dono know 0 0%

Toal 1




22. How often does your agency review and update its vital records inventory? (36 CFR 1223.14)

Answer Response
1 +/ Annually | 1 100%
2 + Every2 3years 0 0%
3 +/ Every4 6 years 0 0%
4 X Never 0 0%
5 X Do notknow 0 0%
Total 1

23. Is your vital records plan part of the Continuity of Operations (COOP) plan?

Answer
1 + Yes - 1 100%
2 ¥ No 0 0%
3 > Do notknow 0 0%
Total 1

24. Does your agency identify and analyze internal and external risks to records and information?

Answer Response
1 X Yes | 1 100%
2 ¥ No 0 0%
3 X To some extent 0 0%
4 > Do not know 0 0%
Total 1

25. Does your agency have policies in place to protect records and information from internal and external risks?

Answer Response
1 X Yes I L—SS= 1 100%
2 ¥ No 0 0%
3 X No pending final approval 0 0%
4 > No under development 0 0%
5 X Do not know 0 0%
Total 1

26. The Agency Records Officer and the FOIA Officer:

Answer Response
1 X Are the same person 0 0%
2 X Coordinate closely together 0 0%
3 X Know each other but do not work together [ 1 100%
Total 1
{ J




27. Please provide the FOIA Officer’s name, position title, and contact information.

Text Response
Mary Ann Zimmerman Ac ing Freedom of nforma ion Of icer[(X(5))

28. The FOIA Officer can find records needed to respond to a FOIA request. Select on the sliding scale a number between 1
and 5, with 1 being with difficulty and 5 being easily.

# Answer Min Value Max Value Average Value Standard Deviation
1 ¢ 1=Wih Difficul y 5 = Easily 400 400 400 000 1

29. Does your agency use software or other technology to process, track, de-duplicate responsive records, redact records,
and respond to FOIA requests?

1 X Yes | 1 100%

2 X No 0 0%

3 X To some ex en 0 0%

4 X Dono know 0 0%
Toal 1

30. Please list the software or other technology used by your agency to process, track, de-duplicate responsive records,
redact records, and respond to FOIA requests.

Our agency uses eFO A The eFO A sys em — is a cus omized web-based sys em ha incorpora es in egra ed AP (Applica ion Program n erface) sub-rou ines ha facili a e da a and documen s orage
informa ion racking and processing and workflow func ionaliy The AP s ha are used wi hin he eFO A NTRANET applica ion permi users o include he func ionali y of o her ools such as 1) Oracle
11 Da abase Managemen Sofware — permi s he s orage re rieval manipula ion of FO Areques rela ed daa 2) MS-WORD - permi s he crea ion edi ing and browsing of WORD (RTF DOC DOCX
DOCM) and TEXT documen s 3) MS-OUTLOOK — permi s he crea ion ransmission and reading of email messages 4) KOFAX Ascen Cap ure 9 — permi s he scanning and uploading of FO A

reques rela ed documen a ion 5) Global 360/OpenTex 9 2 1 Server WMS (Workflow Managemen Sys em) sof ware — permi s he crea ion conversion organiza ion and s orage of elec ronic

documen s 6) BM Personal Communica ions — permi s he formula ion and execu ion of mainframe queries required in FO A case processing 7) Crys al Repors 10 — permi s he execu ion and display
of cus omized informa ion managemen repor s Global 360 maging for Windows 2 7 — permi s he reading edi ing/redac ing of T FF image documen s

31. Do FOIA programs throughout your agency have standard operating procedures for the entire FOIA process including
intake/triage, fees, expedited processing, search, review, estimated dates of completion, and response?

# Answer Bar Response %
1 X Yes | 1 100%
2 X No 0 0%
3 X To some ex en 0 0%
4 X Under developmen 0 0%
5 > Dono know 0 0%
Toal 1
J




32. Have FOIA programs throughout your agency identified performance measures for FOIA activities? *Examples of
performance measures for FOIA programs include but are not limited to: Number of pages processed Reduction in response

times Reduction in backlog Increase in proactive disclosures

1 X Yes | 1 100%

2 X No 0 0%

3 X Tosome ex en 0 0%

4 ¢ Under developmen 0 0%

5 X Dono know 0 0%
Toal 1

1 X Dono know how o de ermine wha perfo es are needed 0 0%

2 X Myagency has performance measures bu no speciic o FOA 0 0%

3 X Dono undersand he ques ion 0 0%

4 % Oher please explain 0 0%
Toal 0

. Do FOIA programs throughout your agency alert requesters to the dispute resolution services offered by the Office of
Government Information Services (OGIS)*? *The Office of Government Information Services (OGIS) is a FOIA resource for
both the public and the Government. Congress mandated OGIS with reviewing agency compliance with FOIA, identifying
policies and procedures for improving FOIA compliance, and providing mediation services to resolve FOIA disputes between
Federal agencies and requestors.

1 X Yes _— 1 100%

2 X No 0 0%

3 X Dono know 0 0%
Toal 1

1 X Yes | 1 100%
2 X To some ex en 0 0%
3 % No 0 0%
Toal 1
t J




36. Has your agency started to identify records that are of general interest or use to the public that are appropriate for public
disclosure? (P.L. 114-185)

1 X Yes | 1 100%

2 X No 0 0%

3 X To some ex en 0 0%

4 X Dono know 0 0%
Toal 1

37. Please add any additional comments about your agency for Section Il: Oversight and Compliance. (Optional)

38. Are records and information in your agency managed throughout the lifecycle [creation/capture, classification,
maintenance, retention, and disposition] by being properly identified, classified using a taxonomy, inventoried, and
scheduled? (36 CFR 1222.34, 36 CFR 1224.10 and 36 CFR 1225.12)

# Answer Bar Response %

1 V Yes | 1 100%

2 % No 0 0%

3 / Tosome exen 0 0%

4 X Dono know 0 0%
Toal 1

39. Are records and information in your agency easily retrievable and accessible when needed for agency business? (36
CFR 1220.32(c))

1/ Yes allrecords are easily re rievable and accessible when needed Y 1 100%

2/ Mos records can be re rieved and accessed ina imely manner 0 0%

3 ,/ Some records can be re rieved and accessed in a imely manner 0 0%

4 ¥ No 0 0%

5 3 Dono know 0 0%
Toal 1

1 X FY 2014 -2016 0 0%

2 ¥ FY2011-2013 s 1 100%

3 X FY 2008 - 2010 0 0%

4 X FY 2007 or earlier 0 0%

7 X Do no know please explain 0 0%
Toal 1

Do not know, please explain




41. Does your agency have permanent records that are 30 years old or older that are located in agency office space, agency-
operated records centers, and/or commercial records centers? (36 CFR 1235.12(b) and M-12-18))

Answer Bar Response
1 X Yes _ 1 100%
2 % No 0 0%
3 X Dono know 0 0%

Toal 1 J

42. When do you plan on transferring these records to NARA?

Answer
1 X Fr2017 -———B B e 1 100%
2 X FY 2018 0 0%
3 X FY 2019 0 0%
4 X FY2020 0 0%
5 X Afer FY 2020 0 0%
6 X Do no know please explain 0 0%

Do not know, please explain

43. Are you aware of the requirement to formally request permission from NARA to retain permanent records beyond that
time specified in your agency’s NARA-approved records schedules as outlined in 36 CFR 1235.14 and 1235.16?

# Bar ponse %

Answer
1 X Yes | 1 100%
2 X No 0 0%
To al 1

44. Does your agency disseminate every approved disposition authority (including newly approved records schedules and
General Records Schedules items) to agency staff within six months of approval? (36 CFR 1226.12(a))

Response
1 q/ Yes —_— 1 100%
X No 0 0%
X Dono know 0 0%
Toal 1

45. What method(s) does your agency use? (Choose all that apply)

Answer

1 X Pos oin emal websi e or o her shared informa ion loca ion Y 1 100%
2 ) Memorandum or email no ifica ion . 1 100%
3 X Updae raining ma erials [ 1 100%
4 X Upda e records managemen policies and/or handbooks | 1 100%
5 X Oher please explain 0 0%

Other, please explain




46. Did your agency transfer permanent non-electronic records to NARA during FY 20162 (36 CFR 1235.12)

1 J Yes _— 1 100%
2 X No 0 0%
3/ No-No records were eligible for ransfer during FY 2016 0 0%
4 o/ No-New agency records are no ye old enough o ransfer 0 0%
5 o/ No-Myagencydoesno have any permanen non-elec ronic records 0 0%
6 X Dono know 0 0%
7 X Oher please explain 0 0%
Toal 1

47. Did your agency transfer permanent electronic records to NARA during FY 2016? (36 CFR 1235.12)

#  Answer Bar Response %

1 Yes 0 0%
2 X No 0 0%
4/ No-No elecronic records/sys ems were eligible for ransfer during FY 2016 [ 1 100%
5 « No-Newagency elecronic records/sys ems are no old enough o ransfer 0 0%
7 X Dono know 0 0%
8 X Oher please explain 0 0%
9/ No-Myagencydoesno have any permanen elec ronic records 0 0%
Toal 1

Other, please explain

. Were the permanent electronic records transferred during FY 2016 using the Electronic Records Archives (ERA)?

1 X Yes 0 0%

2 X No 0 0%

3 X Dono know 0 0%
Toal 0

49. Does your agency have a method for estimating the volume in bytes of permanent electronic records currently being
maintained by your agency?

Answer
1 X Yes 0 0%
2 XNo | 1 100%
3 X Dono know 0 0%
4 X No applicable my agency does no have any permanen elec ronic records 0 0%

-

Toal




50. Does your agency track when its permanent records (regardless of format) are due to be transferred to NARA?

Answer Response
1 X Yes _— 1 100%
2 X No 0 0%
3 X Dono know 0 0%
4 X No applicable please explain 0 0%
Toal 1

Not applicable, please explain

51. What method(s) does your agency use to track its permanent records? (Choose all that apply)

1 X Rely on Federal Records Cen er no ifica ions T EY}Y}h}YThTh 1 100%
2 X Main ain an inven ory [ 1 100%
3 X Da abase or o her au oma ed racking L. 1 100%
4 X Manual racking 0 0%
5 X Oher please explain 0 0%

Other, please explain

52. Does your agency conduct, and document for accountability purposes, exit briefings for departing senior officials on the
appropriate disposition of records, including email, under their immediate control? (36 CFR 1222.24 (a)(6) and 36 CFR
1230.10(a & b))

Answer
1 Yes _— 1 100%
2 + Yes bu no documen ed 0 0%
3 X No 0 0%
4 > Dono know 0 0%
5 +/ No applicable please explain 0 0%
Toal 1

Not applicable, please explain

53. Is the Agency Records Officer and/or Senior Agency Official for Records Management involved in exit briefings or other
exit clearance processes for departing senior officials?

Response
1 X Yes —_— 1 100%
2 X No 0 0%
3 X Dono know 0 0%

Toal 1 J




54. Does the exit or separation process for departing senior officials include records management program staff or other
designated official(s) reviewing and approving the removal of personal papers and copies of records by those senior officials?
(36 CFR 1222.24(a)(6))

# Answer Bar Response %
 Yes

X No please explain

X Dono know

Toal

No, please explain

55. Please add any additional comments about your agency for Section lll: Records Disposition. (Optional)

Text Response

56. Has your agency incorporated and/or integrated internal controls to ensure the reliability, authenticity, integrity, and
usability of agency electronic records maintained in electronic information systems? (36 CFR 1236.10)

# Answer Bar Response %

1  Yes _— 1 100%

2 X No 0 0%

3 X Dono know 0 0%

4 + No applicable please explain 0 0%
Toal 1

Not applicable, please explain

57. Does your agency have documented and approved procedures to enable the migration of records and associated
metadata to new storage media or formats so that records are retrievable and usable as long as needed to conduct agency
business and to meet NARA-approved dispositions? (36 CFR 1236.20(b)(6))

# Answer Bar Response %
1  Yes _ 1 100%
2 X No 0 0%
3 X Dono know 0 0%

Toal 1 J

58. Are records management staff involved in developing procedures to ensure that records are properly migrated from
retired systems? (36 CFR 1235.20(b)(6))

1 X Yes —_— 1 100%

2 X No 0 0%

3 X Dono know 0 0%

4 X No applicable please explain 0 0%
Toal 1

Not applicable, please explain




59. Does your agency maintain an inventory of electronic information systems that indicates whether or not each system is
covered by an approved NARA disposition authority? (36 CFR 1236.26(a))

Answer Bar Response

 Yes

X No please explain

¢ Dono know

Toal

No, please explain

60. Does your agency ensure that records management functionality, including the capture, retrieval, and retention of
records according to agency business needs and NARA-approved records schedules, is incorporated into the design,
development, and implementation of its electronic information systems? (36 CFR 1236.12)

Answer Response
1 S Yes _ 1 100%
2 X No please explain 0 0%
3 > Dono know 0 0%
4 +/ No applicable please explain 0 0%
Toal 1

No, please explain Not applicable, please explain

61. Does your agency’s records management program staff participate in the design, development, and implementation of
new electronic information systems?

Response
1 X Yes _ 1 100%
2 X To some ex en 0 0%
3 X No please explain 0 0%
4 > Dono know 0 0%
5 X No applicable please explain 0 0%
Toal 1

No, please explain Not applicable, please explain

62. Which of these activities does your agency’s records management program staff participate in to ensure that records
requirements are part of the recommended solution? (Choose all that apply)

1 X Paricipa e in review and accep ance of proposals for new sys ems 0 0%
2 X Paricipa e as s akeholder in requiremen s ga hering L 1 100%
3 X Paricipa e as s akeholder in design phase - 1 100%
4 X Paricipa e as s akeholder in developmen phase including esing he sys em 0 0%
5 X Provide sign offau horiy for he implemen a ion of new sys ems [ 1 100%
6 ) Moni or sys em for adherence os andards policies and procedures 0 0%
7 X Provide informa ion only 0 0%
8 X Dono know 0

9 X Oher please explain 0

Other, please explain




63. Does your agency have documented and approved policies and procedures in place to handle email records that have a
retention period longer than 180 days? (36 CFR 1236.22)

 Yes

X No please explain
¢ Dono know

Toal

No, please explain

64. Does your agency have documented and approved policies and procedures to implement the guidelines for the transfer
of permanent email records to NARA described in NARA 2014-04: Appendix A, Revised Format Guidance for the Transfer of
Permanent Electronic Records — Tables of File Formats Section 9 - Email? (36 CFR 1236.22(e))

Answer Response
1 o Yes _ 1 100%
2 X No 0 0%
3 > Dono know 0 0%
Toal 1

65. Do employees in your agency have more than one agency-administered email account? (NARA Bulletin 2013-03) *
Examples of business need for more than one agency-administered email account may include but are not limited to: Using
separate accounts for public and internal correspondence Creating accounts for a specific agency initiative which may have

multiple users Using separate accounts for classified information and unclassified information

Response
1 x Yes 0 0%
2 X No | 1 100%
4 X Dono know 0 0%
Toal 1

66. Does your agency have documented and approved policies that address these types of accounts and that state that
email records must be preserved in an appropriate agency recordkeeping system? (36 CFR 1236.22)

Response
1 o Yes -——,e 1 100%
2 X No 0 0%
3 > Dono know 0 0%
Toal 1

67. Does your agency allow the use of personal email accounts to conduct official business? (36 CFR 1236.22(b))

Answer Bar
1 X Yes 0 0%
2 X No | 1 100%
3 ¥ Dono know 0 0%

Toal 1 J




68. Does your agency have documented and approved policies that address the use of personal email accounts, whether or
not allowed, that state that a complete copy of all emails officers or employees create or receive in such accounts must be
preserved in an appropriate agency recordkeeping system and must be forwarded to an official electronic messaging account
of the officer or employee no later than 20 days after the original creation or transmission of the record? (36 CFR 1236.22(b)

and P.L. 113-187)

1 / Yes - 1 100%

2 ¥ No 0 0%

3 X Dono know 0 0%
Toal 1

69. Does your agency's email system(s) retain the intelligent full names on directories or distribution lists to ensure
identification of the sender and addressee(s) for those email messages that are Federal records? (36 CFR 1236.22(a)(3))

# Answer Bar Response %

1  Yes _ 1 100%

2 X No 0 0%

3 » Dono know 0 0%
Toal 1

1 X Cap ured and s ored in an email archiving sys em

X Cap ured and s ored in an elec ronic records managemen sys em

¢ Cap ured and s ored as PST

X Prin and ile

> No cap ured and email is managed by he end-userin he naive sys em

X Oher please be specific

o a0 & W N

Other, please be specific

71. Does your agency evaluate, monitor, or audit staff compliance with the agency’s email preservation policies? (36 CFR

1220.18)

1 / Yes _
2 X No
3 » Dono know

Toal




72. Who evaluates, monitors, or audits staff compliance with the agency’s email preservation policies? (Choose all that

apply)
—
Answer

1 X nspec or General ] 1 100%

2 % Chief nforma ion Officer [ 1 100%

3 X Agency Records Officer _ 1 100%

4 X Oher please explain 0 0%

5 X Dono know

73. How often does your agency evaluate, monitor, or audit staff compliance with the agency’s email preservation policies?

1 X Every 6 mon hs 0 0%

2 X Everyyear | 1 100%

3 X Every 2 years 0 0%

4 X Lessfrequenly han every 2 years 0 0%

5 X Dono know 0 0%

6 X No applicable agency does no audi s aff compliance 0 0%
Toal 1

74. Has your agency implemented a plan to use the “Capstone” approach for managing email records as specified in NARA
Bulletin 2013-02, Guidance on a New Approach to Managing Email Records?

Answer

X Yes

X No please explain
> Dono know

Toal

No, please explain

75. Have you submitted a retention schedule for identifying “Capstone” accounts for approval by NARA?

Answer
1 X Yes 0 0%
2 X No please explain 0 0%
3 X Dono know 0 0%
4 X No applicable already submi ed NA-1005 o use GRS 6 1 Email Managed Under a Caps one Approach [ 1 100%
5 X No applicable planning o use GRS 6 1bu have no ye submi ed NA-1005 0 0%
Toal 1

No, please explain




76. Is your agency able to readily access usable email from departed employees?

Response
1 X Yes | 1 100%
2 X No 0 0%
3 X Dono know 0 0%
Toal

-
N

77. Is your agency able to prevent unauthorized access, modification, or destruction of emails?

Response
1 X Yes —_— 1 100%
2 X No 0 0%
3 X Dono know 0 0%

Toal 1 J

78. Can your agency transfer permanent email records to the National Archives of the United States in accordance with
agency records schedules or General Records Schedules and NARA regulations and guidance?

Response
1 X Yes _ 1 100%
X No 0 0%
X Dono know 0 0%

Toal 1 J

79. Is your agency able to decrypt permanent email records before they are accessioned by NARA?

Response
1 X Yes —_—— 1 100%
2 X No 0 0%
3 X Dono know 0 0%
Toal 1

80. Does your agency have documented and approved policies and procedures in place to manage electronic messages
including text messages, chat/instant messages, voice messages, and messages created in social media tools or
applications?

1 X Yes | 1 100%

2 X No 0 0%

3 X Dono know 0 0%

4 X Oher please explain 0 0%
Toal 1

Other, please explain




81. Does your agency have an approved records schedule covering electronic messages including text messages,
chat/instant messages, voice messages, and messages created in social media tools or applications that meet the definition of
a Federal record?

1 X Yes 0 0%

2 X No | 1 100%

3 X Dono know 0 0%
Toal 1

82. Which of the following best describes the steps your agency has taken to comply with metadata bulletin NARA 2015-04
Metadata Guidance for the Transfer of Permanent Electronic Records to maintain metadata for permanent electronic records?

Answer Bar Response %
1 X We have implemen ed measures o comply wi h NARA Bulle in 2015-04 0 0%
2 ) We have reviewed NARA Bulle in 2015-04 and are planning o implemen measures o comply wi h NARA Bulle in 2015-04 | 1 100%
3 X We have reviewed NARA 2015-04 bu have no aken seps o implemen i 0 0%
4 ) Wehave no reviewed NARA 2015-04 0 0%
5 X Dono know 0 0%
6 X None of he above please explain 0 0%

Toal 1

None of the above, please explain

83. Which of the following best describes the level at which your organization is responsible for defining records
management metadata schema* for use across systems that maintain permanent electronic records? *A schema is a logical

plan showing the relationships between metadata elements, normally through establishing rules for the use and management
of metadata specifically as regards the semantics, the syntax, and the optionality (obligation level) of values (ISO 23081.1 s3
Terms and Definitions)

X My agency has adop ed an ex emal s andard (e g n ema ional Organiza ion for S andardiza ion ( SO) indus ry or mili ary

T “* sandard) 0 0%

2 Defining records managemen me ada a schema is done a he depar men level and used en erprise wide (ie alleniies 0 0%
wi hin he depar men use he same one)

3 X Defining records managemen me ada a schema isdone a he individual componen agency/bureaulof ice level (ie each 0 0%
uses i s own unique one)

4 X As an independen agency records managemen me ada a schema is defined and manda ed for use across he agency by 0 0%
he Office of he Chief nforma ion Of icer

5 ¢ My agency/componen /bureau/of ice does no have or use a me ada a schema 0 0%

6 X Dono know 0 0%

7 X None of he above please explain R, 1 100%

To al 1

The agency has es ablished an En erprise Me ada a Reposi ory (EMR) for me ada a schemas This reposi ory primarily includes me ada a schemas for using elec ronic records o suppor agency
business processes and deliver value o he public This reposi ory does no specifically include me ada a schemas for managing he disposi ion of permanen elec ronic records (ie ransferring he
records o NARA) As we work oward mee ing he Presiden ial Records Managemen Direc ive’'s 2019 goal (ie manage all permanen elec ronic records in an elec ronic forma ) we will work wi h
NARA o comply wi h me ada a schema requiremen s (including con rolled vocabularies hesauri or erm lis s) o suppor disposi ion of permanen elec ronic records




84. Which of the following best describes your agency’s use of controlled vocabularies, thesauri, or term lists that ensure
consistent data entry of metadata?

1 X My agency/componen developed i s own based on in emal prac ices 0 0%

2 % My agency/componen has adop ed an exemal s andard (eg SO indus ry mili ary s andard) 0 0%

3 X Con rolled vocabularies hesauri or erm lis s are defined by he depar men and manda ed for use by all 0 0%
agencies/bureaus/offices

4 X As an independen agency con rolled vocabularies hesauri or erm lis s are defined and manda ed for use across he 0 0%
agency by he Of ice of he Chief nforma ion Officer

5 X My agency/componen does no use con rolled vocabularies hesauri or ermlis s 0 0%

6 3 Dono know 0 0%

7 X None of he above please explain [ 1 100%

Toal 1

The agency has es ablished an En erprise Me ada a Reposi ory (EMR) for me ada a schemas This reposi ory primarily includes me ada a schemas for using elec ronic records o suppor agency
business processes and deliver value o he public This reposi ory does no specifically include me ada a schemas for managing he disposi ion of permanen elec ronic records (ie ransferring he
records o0 NARA) As we work oward mee ing he Presiden ial Records Managemen Direc ive’s 2019 goal (ie manage all permanen elec ronic records in an elec ronic forma ) we will work wi h
NARA o comply wi h me ada a schema requiremen s (including con rolled vocabularies hesauri or erm lis s) o suppor disposi ion of permanen elec ronic records

t J

85. Please add any additional comments about your agency for Section IV: Electronic Records. (Optional)

Text Response

86. Does your agency have an SAO for Records Management? (If you are a component of a department, you may answer
“Yes,” even if this is not being done at the component level.)

# Answer Bar Response %

1 X Yes I EE— 1 100%

2 X No 0 0%

3 X Dono know 0 0%
Toal 1

87. Does your Agency Records Officer meet regularly (four or more times a year) with the SAO for Records Management to
discuss the agency records management program goals?

# Answer Bar Response %
1 X Yes | 1 100%
2 X No 0 0%
3 X Dono know 0 0%

Toal 1




88. Did your agency meet the deadline to submit records schedules for all unscheduled paper and other non-electronic
records by December 31, 2016?

1 X Yes-Allre enion schedules have been submi ed and approved by NARA 0 0%

2 X Yes-Re enion schedules have been submi ed and are pending NARA approval 0 0%

3 X No-Reenion schedules are in draf form and have no ye been submi ed o NARA 0 0%

4 ¥ No 0 0%

5 X Dono know 0 0%

6 ¥ Oher please explain | 1 100%
o Toal 1

Other, please explain
NARA advised us no o submi any records schedules (unless an emergency) since we will implemen Big Bucke lexible scheduling

89. Does your agency have a method of continually identifying new and unscheduled records?

1 X Yes | 1 100%

2 % No 0 0%

3 X Dono know 0 0%
Toal 1

90. Which method(s) does your agency use? (Choose all that apply)

# Answer Response

1 X Regular surveys | 1 100%
2 X Regularinven ories [ 1 100%
3 X Records managemen evalua ions si e assessmen s or audi s of program offices [ 1 100%
4 ) Work wi h program managers o iden ify new programs and rela ed records [ 1 100%
5 X Work wi h Privacy Of icer and review SORNs (Sys ems of Records No ices) 0 0%
6 X Workwih FO A Oficer 0 0%
7 X Records Liaison Of icers no ify Agency Records Officer of new record series -y 1 100%
8 X Require use and annual upda e of ile plans [ 1 100%
9 X Paricipa e in design and re iremen of informa ion sys ems and no e changes in records R 1 100%
10 X Oureach and awareness 0 0%
11 X Oher please explain 0

Other, please explain

91. Has your agency identified any additional unscheduled records that have not already been reported to NARA?

Response
1 X Yes 0 0%
2 X No | 1 100%
3 X Dono know 0 0%

Toal 1




92. Does your agency use cloud services?

1 X Yes | 1 100%

2 X No 0 0%

3 X Dono know 0 0%
Toal

-
N

93. For what purpose(s) is your agency using cloud services? (Choose all that apply)

1 X Email 0 0%
2 ) Adminis ra ive func ions such as payroll purchasing and financial managemen [ 1 100%
3 X Mission/program-rela ed func ions 0 0%
4 X Oher please explain I EEEEEE—— 1 100%
5 » Dono know 0 0%

Other, please explain
Google Analy ics

94. Are recordkeeping requirements included?

1 X Yes | 1 100%

2 X No 0 0%

3 X Dono know 0 0%
Toal 1

95. Will your agency use the new Records and Information Management Series, 0308, (job series) released by the Office of
Personnel Management in 20157

Response
1 X Yes e 1 100%
2 X No 0 0%
3 X Dono know 0 0%
4 X No applicable my agency does no use he General Schedule (GS) job classifica ions 0 0%

Toal 1

96. Why will your agency NOT be using the new job series?

Text Response




97. Does your agency use your RMSA scores to measure the effectiveness of the records management program?

X Yes
X No
X Dono know

X Commen s (Op ional) Please include in your commen s how you use he RMSA

Comments (Optional): Please include in your comments how you use the RMSA

98. How many full-time equivalents (FTE) are in your agency/organization? (Choose one)

# Answer Bar Response %

1 ¢ 500 000 or more FTEs 0 0%
2 3 100 000 — 499 999 FTEs 0 0%
3 > 10 000 - 99 999 FTEs s 1 100%
4 10009999 FTEs 0 0%
5 X 100 - 999 FTEs 0 0%
6 X 1-99FTEs 0 0%
7 X No Available 0 0%
Toal 1

99. What other staff, offices, or program areas did you consult when you completed this self-assessment? (Choose all that

apply)
—
Answer
1 X Senior Agency Official | 1 100%
2 X Office of he General Counsel 0 0%
3 X Program Managers eI Y. 1 100%
4 X FOAOfficer | 1 100%
5 ) nforma ion Technology s aff | 1 100%
6 X Records Liaison Officers or similar Y 1 100%
7 > Adminis ra ive s aff e 1 100%
8 X Onher please be speci ic 0 0%
9 X None 0 0%

Other, please be specific:

100. How much time did it take you to gather the information to complete this self-assessment?

# Response

1 > Under 3 hours 0 0%

2 ¢ More han 3 hours bu less han 6 hours 0 0%

3 X More han 6 hours bu less han 10 hours 0 0%

4 X Over 10 hours | 1 100%
Toal 1




101. Did your agency’s senior management review and concur with your responses to the 2016 Records Management Self-
Assessment?

1 X Yes | 1 100%
X No 0 0%
X Dono know 0 0%

Toal 1 J

102. Please provide your contact information.

Name: Agency, Bureau, or Office:
Social Securi y Adminis ra ion Agency Records Officer

103. Are you the Agency Records Officer?

1 X Yes _—— 1 100%
2 X No 0 0%

Toal 1 J

104. Please provide the Agency Records Officer’s contact information.

105. Do you have any suggestions for improving the Records Management Self-Assessment next year?

Add space for commen or explana ion for each ques ion a he end of each sec ion

106. Q_URL

Value Total

/SE/?Q DL=2VYJrSs91U7g3z 5zLKurmryiJzZW8R MLRP 4Z3TRhLfiOkZKMZ&Q CHL=email 1

108. Score

Mean Score 100 00
Score S andard Devia ion 000
Weigh ed Mean of ems 088
Weigh ed S andard Devia ion of ems 136
ems 113 00
)






